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Access control MIEERAEM ?

+ BERHEHRETLHO

Access control BNEWEFT AR THOANIT R TDIEREZIRZ S,
— [BEHFAUVE security BHODFEE

« THEGREICRD NSRS

EEDMLLE

Access control B EELVEL koELT-Z & T system #iEEF T,

« HMESNTLSOHEEFIDm/INME

Access control HNEEWEIZE LN,

ELVDTET, access control BAELHELNEIEREITHLY
CEITRYFET,
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¥ & [ Windows Server 2003 LLRID NT% OS,

Windows Vista LAfF THERSN = D IZEHL TIX K/ VEE
Ao

Windows 9x &M OS [zt ZHFEDAE access control
NEFEELGZW ORI T,

= [d Windows Server 2003 LRI THEI B L2 EEHTT
Session DHE L. FIEBEDZELMNEVNTOVEREADT
ZTDREALL,

¥ & hil# hALERS RRMES #13
* [6) 28 Windows Access Control Model




L &L\ EFIEHEE (SID [2TDUVT0)

Account (user, group) (£ Windows REfTIL ID #FE->TEELTLS,
Z® ID Z# SID (Security ldentifier) EFEAS,

SID Dl
SID Name

S-1-1-0 Everyone ’
S-1-3-0 Creator Owner Well-known SID
S-1-5-18 Local System LI IEN B
S-1-5-19 Local Service
S-1-5-20 Network Service |
S-1-5-21-XXXXXXXXX-XXXXXXXXX-XXXXXXXXX=512 | Domain Admin

CDER5y (& domain (computer) @omain Admin]
EE®D ID HMFE5EENnS ERY
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EABZLDMHIRTESLD ?
Windows ETCIETENDLOMNFHIRTEET,

* Files, directories

* Registry key TORLSLNS

« Network shares (Network £ 5) L(LFREAEDEDHE
* Printers 3 = 3

« Job objects (Task Scheduler) RTS5RIATT,

. Windows Services = L<IE MSDN D
 Directory Service objects [Securable Objects | %
* Process, thread =g

- Named pipes (&BIDE/ 1)

 File-mapping objects (£ F ATE!))

* Interprocess synchronization objects (events, mutexes,
semaphores, and waitable timers)

« Access token
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Windows access control @LLH&

Process Object
- ” ERRIZ(E access
ccess token token & DACL MBS

/K”éﬁ')

Thread Security descriptor

Thread

Access token
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Access Tokens

 Logon L7= user @ security [&EmMNEHE=NTLNSDED

e Process F7-1Z thread D REPIZ{FEFSN TLVS

 Primary & impersonation ({&%&) M2 Hh b
— Thread 32D access token AZEI[E Impersonation token

— BEELTULVEL thread (& access token ZFFf=7#iLY
— Process HY#FD access token (primary token) AEH NS

o EAWICFHEAIYEH
— Logon BFICEMSN[RAIEE TEALY
— BINELTELYBIRZERT CEIE—IETES
— Restricted SIDs
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Access token @W“Mﬁ

Access token

User

Groups

Privileges

Default Owner

Primary Group

Default DACL

Source

Type

Impersonation Level

Statistics

Restricted SIDs

Session ID

Session Reference

Sandbox Insert

Audit Policy

Origin

. | hALE
2 NGE:

User

Logon L7= user @ SID
Groups

Logon L7z user A’Fi/&9 % group SID O list
Privileges

Logon L7z user B L TL 5454 (privileges)
Default Owner

Object TR T HEZISEASN S default owner
Primary Group

Logon L= user A\FT/&@39 % primary group SID
% POSIX sub system TO#AEH

Default DACL

Object Zz4 I 5 EFITERASMNS default DACL
Source

Access token M & T

(Session Manager, LAN Manager %)
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Access token DREPEELE 2

Access token

User

Groups

Privileges

Default Owner

Primary Group

Default DACL

Source

Type

Impersonation Level

Statistics

Restricted SIDs

Session ID

Session Reference

Sandbox Insert

Audit Policy

Origin

¥ A TASE
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Type
Access token MFE$E (primary or impersonation)
Impersonation Level
ROV
Statistics
LA ALEER
Restricted SIDs
Group SID Z#IfR957=0I={fE A
Session ID
Session ID
Session Reference
i
Sandbox Insert
SANDBOX_INERT flag A
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Access token DREPHEE 3

Access token

User

Groups

Privileges

Default Owner

Primary Group

Default DACL

Source

Type

Impersonation Level

Statistics

Restricted SIDs

Session ID

Session Reference

Sandbox Insert

Audit Policy

Origin
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Audit Policy
FH
Origin
JLM logon session ID (Windows Server 2003 LLf&)

ol ERLEZFFLELEZDA. BIEATIELLIDF IS L
& CEiBA3 % User. Groups # KU Privileges T3,

TNLNEEY H AT BIFEZREELRLKRTT,

ATEALHER TEGELEWLDS AL MSDN TEZEDHE
Fir (GetTokenInformation &) Z &t A TLIZ&LY,
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Groups (Access Tokens)

Groups « XHRD user HATELTLYS group M
SID SID ARSI TSNS
SID
z:g o IBENSNS group (X user DEIEE M

—CﬁEnluT%é %E’]&%@@(&h\ |Og0n
type FIZCKH>TEMICEIYHTHoNS

Groups D4l LDEEFEND

Interactive, Network, Batch, Service Z

Users
Interactive N,
Everyone \L%?%l:#%.‘méh’cué@li J
LOCAL SID TY
£ .‘ hhi<E hASERE BRMBRE #13
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Security descriptor (2¥a!) 752 F)

Object @ security information A3 &#HEH TLVS security descriptor [Z (&
TEERImMNEMEIN TS,

« Owner (fREH)

Security descriptor ObICCHCAORIERED
* Primary Group
Owner : :
| Object @ primary group SID
Primary Group X POSIX sub system ThD & &
S « SACL (System Access Control List)
Object ~DEEFZHIEHT 5 list
DACL
« DACL (Discretionary Access Control List)
Object KA 5M il fE1 T B list
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ACL & ACE OIRRERIEE

ACL « ACL (Access Control List)
ACE — SID #® entry T#%H5 ACE DE A
ACE « ACE (Access Control Entry)
ACE — WRADZEZHFIEHI S SID BD entry
: « ACE Flags
— Object MIEFH. MR F &L U B & 7= Hl{H
Hels « ACE Type
ACE Flags — A IEBRBLVEEREOLNT L
ACE Type « Access Mask
Access Mask — Control M E%E GRAHEY . ESZAHZFH)
SID
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DACL D%l
DACL ACE Flags J—%Access Mask ]7
] -
- Z-

HOoiER | A

2ZJ)Larrk0—)L

Administrators

L

oA | Al |ZJ)LarbkA—)L System
pZz
d
HhofER | FFA | StAERYEEIT Users
5L &rA] St ), Everyone

NN

}/

| ACE Type |

SID

ACE

Y d

~ @
*L [

HAKERYE ERMEE #13
Windows Access Control Model



Access Mask

Access mask &% object Z1RET HIERD &
) BERF, BERA

Access mask DIFEFEIX TECIKAEITES
— Generic Access Rights GRE7 2t X1E)

Object MF#E$HIZL > T standard & U object specific [Z mapping
nd

— Standard Access Rights ({2# 7 9t X )
R TD objects 2L THET HHER

— Object Specific Access Rights (43#57 9t X 1E)
Object 458 DIER (£ D object DIEFETHHFH )

) )
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Object Specific Access Rights (files)

&R B ARFEREC X R

FILE_ADD FILE T7AIVDERIT—2DEZAH | directory
FILE_ADD_SUBDIRECTORY T4 IWE OERT—2DEM directory
FILE_ APPEND_DATA T4 WVF DR T—2DEM file
FILE_CREATE_PIPE_INSTANCE T4 IWVF ORI T—2DEMN named pipe
FILE_DELETE_CHILD I I+ NWFET7AILDHIK directory
FILE_ EXECUTE TAHIVEDRAX YU /T71ILDEFT | file
FILE_LIST_DIRECTORY TrNFDO—EIT—HDFEAIY | directory
FILE_READ_ATTRIBUTES BEDRARY all
FILE_READ_DATA TN FD—BIT—IDHEAIRY | file & pipe
FILE. READ _EA PR EMEDERAERY file & directory
FILE_ TRAVERSE TAHIWVEDRX %274 ILDRFT | directory
FILE_ WRITE_ATTRIBUTES BHEOEEAHA all
FILE_ WRITE_DATA I7AVDERIT—2DEZAHA | file & pipe
FILE_WRITE_EA IR B IEDEEZAH file & directory
STANDARD_RIGHTS READ ey all
STANDARD_RIGHTS_WRITE BEiAH all
SYNCHRONIZE #F Iz IO RE) all
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Standard Access Rights

HEF AAERLL (file) £ B9
DELETE Hill R Al B
READ_CONTROL TOEAFRADHEAI | Security descriptor DEEAAH
|
SYNCHRONIZE - Gk
WRITE_DAC TR RIDER TOERFRAIDER
WRITE_OWNER FREHEDEF FREHEDEF
STANDARD RIGHTS_ALL - b DIEFI D ERERF
(SYNCHRONIZE &%)
STANDARD_RIGHTS _EXECUTE | 74/tREAD#HEAE | = READ_CONTROL
Y
STANDARD_RIGHTS_ READ FHRABADOHEAE | = READ_CONTROL
Y
STANDARD_RIGHTS_REQUIRED D HEFI D EREEF
(SYNCHRONIZE &F%LY)
STANDARD_RIGHTS_WRITE FHRAHFADHEAE | = READ_CONTROL
Y
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Generic Access Rights

R

HAEERE (file)

Mapping (file)

GENERIC_ALL

)L arvka—iL

25

GENERIC_EXECUTE

=17

STANDARD_RIGHTS_EXECUTE
FILE_READ_ATTRIBUTES
FILE_EXECUTE

SYNCHRONIZE

GENERIC_READ

P HY

STANDARD_RIGHTS_READ
FILE_READ_DATA
FILE_READ ATTRIBUTES
FILE_READ EA
SYNCHRONIZE

GENERIC_WRITE

BEAH

STANDARD_RIGHTS_WRITE
FILE_WRITE_DATA
FILE_WRITE_ATTRIBUTES
FILE_WRITE_EA
FILE_APPEND_DATA
SYNCHRONIZE

¥ A TASE
=18
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Owner (FFrEH)

- Object DFFEE (BEDIGZEERME) @ SID &IN5
« Owner & DACL T ACL D#REMNZBHLNTULVEWNGET
% ACL DimEN AT HEE

SeTakeOwnershipPrivilege
(F7AIEFDMMDAT OV DO EEDIR)

SeTakeOwnershipPrivilege 89 % user (X ACL TEFRISN TLVELMES T
LT B HEZEE D account ~NESHEZ AT HE,

CDYHEZXFIEFELTLNS user THNIL., FREEZTESHRA - T DACL %R
ETHEICKY, BELETRTD object ZI/HIENTES,

SeTakeOwnershipPrivilege [& default T Administrators group HZ D4F1E%
FTELTLVS,
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Creator Owner

 Creator Owner & ACE IZEXE 9 5 E#TR{ERKL 7= object
M DACL [& Creator Owner @ ACE IZHDA . {fERLED

ACE 5HV3

# object

EMNENS

ACE

i

Z)LarvkOo—)L

Creator Owner

ERX

€

User A

+ object

ACE

i

Z)Larvkao—JL

Creator Owner

ACE

5T Al

Z)Larvka—JL

User A
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Windows access control MLLA (F£4)

Thread

Access token

Object

User

Test User

Groups

Users

Interactive

Everyone

LOCAL

v v |
Q =Iﬂ'|§/.‘|'f'fﬁar

Z)Larvkao—JL

Administrators

2Z)Larvka—)L

System

S Y ERAT

Users

5F A

St HRY

Everyone
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Windows access control MK

s BISNTULVS data A B EIN TLVELY
— BEEIESNTULVEW =86, OS DFIEA K L%V GE (ZIEFHIR A A
ML
BAERMIZE
— Disk [CIRTFESN TS data ZEIZHRZ [E data DEFEAEETH LIS
THTED
— SeTakeOwnershipPrivilege Zfi#L TLY4 account ZF|FHTZS
iR IZDAEIF(E, data DFEAEZHVAIRE
DFERY.

MEYE secuirty BNERINEVMGEAICERFEIN TS
data [EREESH ALY,

ZILVOEGEICIEESIELELED,
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« Access control AV L&
L ARG
— Data S A LIRE
— INEE T system HIESh B 0S5
— LV ETHERLAEPYELELD !

all

» Object Z#h 2 5N EH D FIET X process H KU thread [
BihEN TLVS access token @ user H LU groups Ext
% object M DACL EDEEITE->TITHNS

e Access WMEBINT=-DZFAETHIZIETZDFD tool Z{F
SENER
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Tools

« Windows XP SP2 Support Tools
— whoami.exe (2003 M SHIZAEFEH)
— xcacls.exe (Vista LIBETIE KXY EHEED icacls.exe HFI|FHAT&E

 Windows Server 2003 Resource Kit Tools
— subinacl.exe (S #£EE

« Sysinternals
— Process Explorer
— Process Monitor
— PsExec
— WiInQObj

Syslinternals suite TEEDHTEAZTHEND

4 T Microsoft @ Web site 55 download TE=ZE9,
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S5 SR

- MSDN (%5
— Win32 and COM Development

Security

— Authorization
http://msdn2.microsoft.com/en-us/library/aa375769.aspx

HEATI N,

« “WIinNT.h” (3B 3%xEE
NEMBEEN I INZHFRL DA —&,

e  A>HAFK Microsoft Windows $F4hk T (lFA LB AREE
David Solomon, Mark Russinovich

LWhT ERN-EETI
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http://msdn2.microsoft.com/en-us/library/aa375769.aspx
http://msdn2.microsoft.com/en-us/library/aa375769.aspx
http://msdn2.microsoft.com/en-us/library/aa375769.aspx
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* Technet

— Windows Server 2003 Technical Reference

* Windows Security Collection

— Authorization and Access Control Technologies
http://technet2.microsoft.com/windowsserver/en/library/addc004e-alad-4fba-8caa-1c9c3eb0fa861033.mspx
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